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R&C: How would you summarise the 
prevailing trends to have emerged 
in global sanctions over the past 12 
months or so? To what extent is it 
becoming harder for companies to remain 
compliant?

Aguilar: The radical shifts in sanctions policy 

pursued by the US government, in particular the 

threat of secondary sanctions related to Iran, pose 

a material risk for the international insurance sector. 

European blocking efforts worsen this already 

difficult situation. Even before these developments, 

however, regulators had already intensified their 

focus on insurance as its key role in enabling global 

trade became increasingly evident. In this context, 

mitigating sanctions risks in insurance has become 

more complex. For example, the risk of having 

gaps in reinsurance cover increases as reinsurers 

are subject to different sanctions regimes or have 

different sanctions risk appetites. Likewise, insurers 

active in the marine or aviation sectors or that 

cover risks in multiple jurisdictions must implement 

dynamic controls to enable underwriters, claims 

and back-office employees globally to timely identify 

and escalate sanctions risks for further analysis. 

Designing and managing such controls is not an easy 

task in a sector where complex global processes and 

legacy IT systems are common.

Lee: Some of the major trends that have emerged 

in global sanctions over the past year include a 

divergence between US and EU sanctions and 

the attendant problems and complications that 

divergence creates for European and international 

companies, the relaxation of US sanctions on Sudan 

and the resulting disconnect between US state-

level divestment statutes and US federal sanctions 

programmes and, of course, the overall disruption 

to the global sanctions order that has been caused 

by the US’ withdrawal from the Iran deal. The 

divergence between US and EU sanctions will make 

it more difficult for not only European companies, 

but all international companies to comply with the 

applicable sanctions requirements. Additionally, 

with sanctions screening software becoming 

more powerful, entities and individuals performing 

diligence are able to analyse more information, some 

of which might be decades old. Some banks and 

other entities are making adverse inferences based 

on historical information that might no longer be 

applicable or valid, and thereby increasing the risk of 

liability for companies in the sanctions area.

Bittner: In the past 12 months, the Trump 

administration has continued to rollback 

Obama-era policies, especially with respect to 

Iran, by unilaterally withdrawing from the Joint 

Comprehensive Plan of Action (JCPOA) and 

reinstituting secondary sanctions against Iran. It 

will be interesting to watch how the remaining 
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JCPOA parties work with Iran to keep the deal in 

place, and how US sanctions interact with an EU 

blocking statute that prevents European companies 

from complying with the US sanctions. The Office 

of Foreign Assets Control (OFAC) also exercised 

its authority under the Countering America’s 

Adversary’s Through Sanctions Act (CAATSA) 

to sanction additional Russian entities, such as 

aluminium company RUSAL. However, it seemed that 

the administration did not appreciate the impact that 

this action would have on the world economy, as 

OFAC has since issued a series of general licences 

to provide companies several months to wind down 

current operations. Lastly, the State Department 

appears to have released its hiring freeze that 

should lead to backfilling several sanctions-related 

positions that have been left open. Time will tell how 

the administration fills these roles.

Parfitt: Complexity is the word that best 

summarises the global sanctions situation in recent 

years. Political developments, such as the US’ 

withdrawal from the Iran nuclear deal, have further 

complicated a sanctions landscape that is already 

dealing with events in Lebanon, Yemen, Russia, Iran, 

Qatar, Syria and the EU, among others. Extensive 

designation lists and different sanctions regimes, 

especially those in force in complicated jurisdictions 

like the US, make it difficult for companies to stay 

abreast of these changes. They need personnel 

with knowledge of law and international relations. 

Overall, the situation is becoming more complicated 

and nuanced, making it harder for firms to remain 

compliant. There is also greater personal liability. 

For example, under the Policing and Crime Act 

2017, HM Treasury’s Office of Financial Sanctions 

Implementation can now impose financial sanctions 

and increased prison sentences from two to seven 

years. This rate of change is likely to increase, making 

it harder for companies to remain compliant.

R&C: Broadly, what role is technology 
playing in helping companies to meet 
their sanctions compliance obligations?

Lee: Technology has made searching the relevant 

sanctions lists easier and faster, which, in practical 

terms, helps companies perform the required 

diligence. However, the ability to review the lists at 

an increased rate and access data more freely is also 

raising industry standards on the level of expected 

diligence that a company must perform to remain 

compliant.

Bittner: Although companies owned or controlled 

by listed persons and entities have been part of 

US sanctions laws for a long time, the Russian, 

Iranian and North Korean sanctions programmes, 

and OFAC’s aggressive enforcement of these laws, 

has elevated the question of ownership to another 

level. For example, even if a company is not listed 

on the Russian Sectoral Sanctions List, if it is owned 

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...



www.riskandcompliancemagazine.com 7RISK & COMPLIANCE  Jul-Sep 2018

MINI-ROUNDTABLE

50 percent or more by one or more entities that are 

listed on one of the directives, it too will be subject 

to the sectoral sanctions. Most screening platforms 

do not track the entities that are owned or controlled 

by listed entities, and it is difficult for companies 

to know when they are dealing with a party that is 

subject to sanctions through its owners or directors. 

Several new technology platforms are 

starting to mature that provide a targeted, 

accurate and user-friendly IT solution 

that allows companies to examine how 

their business partners are connected to 

persons and entities subject to sanctions 

laws.

Parfitt: Some of the biggest difficulties 

in compliance relate to the high volumes 

of information and the repetitive tasks 

involved. Technology solutions can 

resolve these issues by completing data 

collection, analysis and compliance checks faster 

and often with better accuracy. Automation can 

ensure regulatory requirements are fully met and 

can reduce employee fatigue that often leads to 

errors. Speeding up processes also helps companies 

avoid the risk of losing clients because of the time 

taken to carry out regulatory checks, which can run 

into days and weeks. A key area where technology 

needs to do a better job, however, is around the 

weaknesses of poor or ‘fuzzy’ matching and 

transliteration, particularly for Arabic and Russian 

character sets and names. However, there are 

advanced algorithms available which can overcome 

this.

Aguilar: Effectively leveraging technology to 

improve sanctions controls is a key objective of 

insurance sanctions officers. In order to comply 

with asset freezes and prevent terrorism financing, 

most insurers rely today on dedicated screening 

and case management solutions to identify and 

investigate beneficiaries of cover, claimants or 

beneficiaries of payments who may be designated 

under sanctions programmes. Teams of experts 

work constantly on improving the quality and 

completeness of data screened, refining algorithms 

and tuning of screening solutions as well as 

on the effectiveness and efficiency of the alert 

management and investigation processes. Some 

Judith Alison Lee,
Gibson, Dunn & Crutcher LLP

“Technology has made searching the 
relevant sanctions lists easier and 
faster, which, in practical terms, helps 
companies perform the required 
diligence.”

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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insurers have already included different degrees of 

automation into these processes. However, these 

solutions address only partially the sanctions risk 

of international commercial insurers. Identifying 

and escalating transactions and claims where no 

party is designated but which may nevertheless be 

restricted remains largely a manual process across 

functions and geographies, making it difficult to 

ensure a consistent approach and generally carrying 

a relatively high level of operational risk.

R&C: Could you provide an 
insight into the benefits of data 
analysis, and how this can be 
leveraged to monitor and detect 
potential sanctions breaches?

Bittner: When a company can see 

how its business partners are connected 

to persons and entities that may be 

subject to sanctions laws, it can better 

evaluate sanctions-related risk and make 

more informed decisions. For example, 

after subscribing to a data analysis tool, 

company A learns that a new foreign supplier is 

not on any restricted party lists, but maybe it is 30 

percent owned by a listed entity and it regularly 

does business with listed entities. Due to the nature 

of the sanctions laws, it may be legal for company 

A to purchase goods from the foreign supplier, 

but it might consider whether this could impose 

any reputational risk or how it might change if the 

30 percent ownership stake suddenly increased 

and started to approach the 50 percent threshold. 

Essentially, data analysis tools provide a broader 

window into a company’s foreign business partners 

and help the company to make better decisions in a 

dynamic sanctions environment.

Parfitt: Apart from saving time and manpower, 

data analysis provides companies with abilities that 

are otherwise unobtainable. With the volumes of 

information we have today, speed is of the utmost 

importance and no matter how good they are, no 

human can cover as much material as data mining 

can. Statistical analysis can also be used to look 

at patterns of behaviour in large datasets, like 

those found in financial institutions, and applied, 

Nick Parfitt,
C6 Intelligence

“With the volumes of information 
we have today, speed is of the utmost 
importance and no matter how good 
they are, no human can cover as much 
material as data mining can.”

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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for example, to monitor and identify suspicious 

transactions. With the correct tuning and machine 

learning, these programmes can even assign risk 

ratings. Data analysis can also be applied to ‘true 

hit mapping’, as part of a sanctions testing exercise, 

which validates filter settings and ensures that no 

true negatives are being missed. This helps avoid 

one of the biggest compliance risks to organisations, 

given the potential associated regulatory fines.

Aguilar: Sanctions compliance in insurance 

requires multifaceted analysis of external and 

internal data, often conducted in a labour-intensive 

manner. For example, to assess the sanctions risk for 

a marine cargo policy, each participating insurer may 

need to identify applicable sanctions restrictions and 

designations as well as assess whether US sanctions 

apply. The insurer would then identify insureds 

and beneficiaries, products insured, geographies 

involved, ports and warehouses, consignees or 

other parties, information on vessels and routes, 

and review other information in the files. Next, the 

insurer would assess whether the coverage may be 

restricted or whether persons, companies, vessels 

or ports may be designated. The insurer might also 

conduct general research to verify its analysis. When 

a claim arises, this process would be conducted 

again and an additional investigation might be 

necessary before payment to ensure that there is no 

sanctions risk related to the bank or to the currency 

used. The potential for simplifying these processes is 

significant. 

Lee: With regard to back-end automated and 

spot analysis on sanctioned parties, I do not believe 

that has been done as much in the sanctions areas. 

This could potentially be an effective tool, but 

that depends on the sector and company. If your 

company engages in a high-volume of transactions 

or with a high-volume of counterparties, then 

data analysis would certainly be helpful. There is a 

growing expectation in the industry that companies 

periodically review their existing customer list and 

counterparty list, and check those lists against the 

sanctions lists.

R&C: In terms of implementing a robust 
global sanctions compliance programme, 
is RegTech now a vital element?

Parfitt: Regulators are very keen on processes. 

While many companies want to innovate and make 

processes more effective and less mundane, they, 

nonetheless, need to comply. And most importantly, 

even if technology can potentially speed up a 

process and be more effective, it needs to be 

auditable and transparent. Until legislation catches 

up with RegTech concerns, it will only assist with 

lower risk compliance processes. Furthermore, 

given the risks associated with sanctions, many 

organisations are reluctant to change or implement 

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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new technology. RegTech is currently far from ‘vital’ 

to a robust sanctions programme, but certainly has 

a strong hand to play which will become ever more 

important as technologies ‘mature’.

Lee: RegTech is certainly a useful tool in 

supporting existing compliance systems and 

programmes, but only if the company devotes the 

appropriate amount of resources to reviewing and 

analysing the results.

Aguilar: Sanctions officers in insurance 

companies spend considerable time looking into 

ways to leverage new technologies, including 

RegTech solutions, to improve regulatory 

compliance. The outcome is not yet clear. A 

general concern is that compliance departments 

understandably tend to look for ‘tried and tested’ 

solutions from partners that will support global 

implementations for years to come. In addition, 

RegTech companies often approach insurers to 

sell a ‘great product’ rather than to solve existing 

problems. These companies should consider, for 

example, that solutions which cannot be integrated 

into global insurance processes might not be 

practical. Nevertheless, existing RegTech solutions 

can certainly help insurers improve aspects of 

sanctions compliance, such as solutions that provide 

structured access to public and semi-public data, 

natural language processing technology as well as 

intelligent case management tools, among others. 

Many innovative technology solutions that address 

the key concern of sanctions officers – accessibility 

and quality of internal data – are not necessarily 

labelled ‘RegTech’. 

R&C: What advice would you offer to 
companies on adapting their systems to 
incorporate technology and data solutions 
aimed at sanctions compliance? Are there 
any common problems or pitfalls that 
tend to arise during this process?

Lee: It is rare for companies to grow completely 

organically from small to large. It is much more 

common for companies to engage in a number of 

acquisitions of other companies and business units. 

One of the biggest issues companies face as they 

grow and absorb other companies and business 

units is the failure to integrate the various types 

of enterprise resource planning software. As a 

result, it is important for companies to realise that 

the integration of sanctions-compliance software 

should be one of the main project elements when 

engaging in acquisitions. Companies should attempt 

to map the infrastructure of the company being 

acquired to identify areas where the company is 

likely to encounter third parties, customers, vendors, 

suppliers and other types of entities which might 

present sanctions issues or complications.

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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Parfitt: Our advice would be, for any company 

incorporating FinTech and RegTech in their systems, 

be thorough and make sure that your employees 

are well educated. The most common problems 

are minor technical difficulties, and companies 

being unaware of what sanctions they should be 

screening for and what their solution is actually 

screening for. On the technical side, the major 

issues are false positives, true negatives and false 

negatives – in other words, when you have too 

many results to screen or when you are missing 

the actual results that you need. The reasons for 

this include name misspelling when accounts 

are first established, weak fuzzy matching and a 

lack of special character search, for example in 

Arabic, Chinese, Cyrillic or with accents. Since most 

companies turn to an external provider for these 

checks, it is hard to demand each detail or find a 

product that fully satisfies your requirements, so you 

should assess those details carefully before entering 

into a relationship with third-party providers. Finally, 

companies should aim for solutions that combine 

technology and human interaction, especially given 

the sensitivity and nuances of sanctions compliance. 

MINI-ROUNDTABLE
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This helps avoid the dilemma of who holds the 

responsibility for decision making. Law enforcement 

around the world is already tackling the issue of 

responsibility, but it remains a touchy subject that 

needs to be kept in mind. Above all, testing and 

assurance is the key to success.

Aguilar: Commercial insurers should be cautious 

before investing in technology focused solely on 

sanctions compliance – in the absence of a specific 

regulatory requirement or enforcement concern – as 

such investments have a risk of being short-sighted. 

Sanctions compliance solutions that are not part 

of core insurance processes immediately become 

legacy systems, are expensive to maintain and are 

difficult to integrate. A common problem faced by 

insurers is siloed structures where the compliance 

function is separated from insurance operations and 

each area of regulation is considered independently 

of the others. Insurers that want to succeed 

in leveraging technology to reduce costs and 

operational risk should not think about sanctions as 

a purely legal or compliance issue. While regulatory 

expertise is necessary, sanctions restrictions touch 

almost all aspects of the insurance value chain. 

Sanctions requirements should be just an element, 

among many others, to be considered as insurers 

leverage technology to redesign sales, underwriting, 

claims and other back-office processes.

Bittner: Companies should evaluate the extent 

to which their screening providers incorporate 

data analysis tools beyond simply aggregating the 

restricted party lists. Avoiding illegal business with 

a listed person or entity is easy; understanding 

how your supply chain and customers might be 

connected to sanctioned persons and entities that 

could expose your company to unwanted sanctions-

related risk is often outside of the scope of a typical 

sanctions-screening programme. Companies should 

examine whether additional research and analytical 

tools could provide insight to better understand 

and manage sanctions-related risks across the 

enterprise.

R&C: How important are staff 
knowledge and company culture to a 
well-functioning sanctions compliance 
programme? How can technology assist 
in this area?

Aguilar: Although regulatory risk management is 

a significant competitive advantage of established 

insurance players, there is a limited appetite for 

innovation in compliance areas. Further, sanctions 

programmes are often managed by relatively small 

teams of regulatory experts who strive to advise the 

business and manage sanctions controls. On the 

technology side, the focus is generally on improving 

or streamlining existing processes. Efforts aimed 

at achieving digital transformation in insurance 

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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frequently focus on generating new sales channels, 

improving customer experiences or developing 

new products and services. Sanctions compliance 

is seldom considered when incentivising a culture 

of innovation and entrepreneurship. And 

even though there is a very strong push 

to reduce costs, strategic innovation to 

optimise back-office and compliance 

processes is not often a priority. Finally, 

insurers are only slowly realising 

that sanctions compliance requires 

cross-functional teams, including data 

scientists, IT as well as insurance and 

regulatory experts, working together 

to design and integrate controls into 

underwriting, policy management, 

claims, payments and other insurance 

processes.

Parfitt: Staff knowledge is of the utmost 

importance. Employees need to understand their 

company’s regulatory needs. Companies are 

increasingly relying on their vendors, which is not 

ideal because vendor solutions are usually aimed 

at more generic business needs, and typically need 

to be tailored by both provider and client to fit a 

particular company’s needs. An additional pitfall 

to watch out for is the use of non-consolidated 

sanction lists, which can result in multiple alerts 

per list as individuals or entities may be incorrectly 

duplicated across different lists. This can be avoided 

using technology. Being able to audit what you do is 

also critical. The increasing complexity of sanctions 

compliance means that staff must be experienced 

and have a deep understanding of the implications 

to their business in order to remain compliant. 

If the culture of the organisation does not align 

effectively with the importance of managing this risk, 

compliance programmes are likely to risk failure.

Bittner: Knowledge and culture are essential to a 

well-functioning sanctions compliance programme. 

Although it is easy to avoid business with a country 

or person that is fully boycotted, such as a specially 

designated national (SDN), more often, the sanctions 

laws allow certain activities while prohibiting others. 

The Russian-Ukrainian sectoral sanctions list is an 

excellent example of this, and just because a person 

or entity is listed, it does not necessarily mean that 

Bryce Bittner,
Textron

“Although it is easy to avoid business 
with a country or person that is fully 
boycotted, more often, the sanctions 
laws allow certain activities while 
prohibiting others.”

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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the activities that your company wants to conduct 

with this person or entity are illegal. If a company 

simply looks at a list and decides not to do business 

with someone because the person 

is listed, the company may be overly 

conservative and miss lucrative business 

opportunities. But interpreting how the 

sanctions laws apply to you, especially 

when considering the extraterritorial 

reach of US sanctions on non-US entities, 

and identifying whether a general or 

specific licence is available to engage 

in the activities, despite the sanctions, 

is extremely complicated and requires 

dedicated and trained employees.

Lee: It is one thing to produce a massive amount 

of data, but it is another thing entirely to rigorously 

analyse that data. Ensuring that you have staff 

capable of reviewing and resolving potential 

sanctions hits and other issues is essential. Indeed, 

in some ways, if you employ software which can sift 

through a lot of data but you do not have the people 

capable of dispositioning the results, then you might 

put yourself at even greater risk of liability because 

you are on notice of a violation but you have not 

fixed the problem. Technology has the ability to 

assist in recordkeeping and in communicating 

important updates and changes in policies to staff. 

For example, staff can be provided with the latest 

developments and tips in connection with sanctions 

compliance.

R&C: How do you envisage the global 
sanctions compliance landscape evolving 
in the years ahead? Do you expect 
technology and data analysis to become 
integral to company processes, as 
awareness grows?

Parfitt: Technology and data analysis have 

already become a huge part of the compliance 

landscape and are a ‘game-changer’ for companies 

that have managed to implement them effectively. 

Our expectations are that systems will have to 

become more flexible and easy to tune, in order to 

keep up with the fast-changing legal and regulatory 

environment. We see sanctions and regulations 

Mónica Aguilar,
Aguilar Pariente Advisory

“Although cross-border commercial 
insurance has evolved relatively 
slowly, technology is now dramatically 
accelerating change.”

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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changing every year on a global and local level, 

making it difficult to keep pace. Yet the systems 

that most businesses use change slowly and 

require long periods of tweaking and perfecting, 

exposing companies to errors that can lead to 

serious consequences. Additionally, governments 

and law enforcement agencies are realising that 

compliance must become more concrete in their 

requirements. We are already seeing this becoming 

reality with recent directives and changes to AML 

laws and regulations. Organisations must also look 

at their staff, as sanctions compliance demands 

specific skills, particularly around legal knowledge 

and specialised, relevant training. In summary, the 

sanctions environment, particularly on a global 

basis, has changed significantly in recent years 

and looks set to continue on this trajectory given 

current geopolitical tensions. Due to the massive risk 

associated with sanction breaches, firms, especially 

large organisations, are wary of making wholesale 

changes to technology, data or processes, which 

puts significant pressure on staff who become the 

last line of defence. This cannot be sustainable, and 

technology and data analysis have a significant role 

to play, however their full benefits have yet to be 

realised.

Bittner: In its first two years, the Trump 

administration has demonstrated its desire to 

engage in bilateral, transactional relations with other 

countries, which is leading to an array of different 

relationships that are rapidly evolving in real-time. 

This dynamic environment creates tremendous 

risk and potentially large business opportunities as 

countries that are traditional allies one day may be 

adversaries the next, and vice versa. Companies 

should constantly monitor changing sanctions 

laws and build in the appropriate risk allocation, 

force majeure and wind down or escape clauses 

to manage the changes over long-term business 

relationships.

Lee: We anticipate that divergence and direct 

conflict between different sanctions regimes will 

increase, particularly between the US and EU 

sanctions regimes. However, we also anticipate 

increasing convergence and coordination among US 

regulatory agencies in the enforcement of potential 

sanctions violations. It is not uncommon to find 

a set of facts which could be considered an anti-

corruption violation from one viewpoint, a sanctions 

violation from another, and anti-money laundering 

violation from a third. As a result, US regulatory 

agencies are finding it increasingly necessary to 

coordinate among themselves on enforcement 

actions.

Aguilar: Although cross-border commercial 

insurance has evolved relatively slowly, technology 

is now dramatically accelerating change. Large 

corporations increasingly seek alternatives to 

traditional insurance products as they improve 

TECHNOLOGY AND DATA ANALYSIS FOR GLOBAL SANCTIONS...
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their understanding of their own risks and question 

the cost structures of established insurers. The 

availability of data analysis tools, smart contracts 

and distributed ledger platforms, among other 

new technologies, is likely to radically challenge 

the operating model of many established insurers. 

Nevertheless, managing regulatory uncertainty is 

an area of insurance expertise that is not easily 

replicated. A challenge for commercial insurers 

today is to maintain this competitive advantage by 

fostering regulatory know-how while encouraging 

the collaboration of sanctions experts with 

operations and technology departments as well as 

with underwriting, claims, finance and other relevant 

functions. As they pursue a digital transformation 

strategy, international insurers should ensure 

that sanctions compliance becomes part of it. As 

this transformation takes place, the data-related 

challenges that plague sanctions programmes today 

and stifle innovation will disappear. Most sanctions 

operations will gradually become automated. 

Sanctions teams will be cross-functional teams 

of regulatory experts, IT professionals and data 

analysts. Overall sanctions functions will become 

much leaner – and much more sophisticated. 

Automation, data analysis and artificial intelligence 

are highly likely to transform sanctions compliance 

– just as they transform the insurance sector as a 

whole.  RC&
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